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Privacy Notice for Deep Canvassing Research with Labour Councillors
1. Introduction
Because we are using information about you, which is known as your “Personal Data”, we need to give you this privacy notice. It is written into law that we provide this information to you. 
Campaign Lab (CL) and three Labour Party Councillors (“we”, “us”, “our”) are working together to conduct research on the effectiveness of a new campaign script when used within a live door-knocking canvassing campaign. Together, we are the data controller.
When you complete a survey on the Councillors webpage (which may also be within a Facebook page they manage), we will use this information to know whose door to knock on. Not all people who completed the survey will be visited because we will randomise the list of people who completed the survey into those we will visit and those we won’t.
The rest of this document explains everything you need to know about how your personal data will be used if you decide to take part and you can always email us at hannah@campaignlab.uk if you have any questions. 
2. Information about the use of your personal data 
We only collect your personal data directly from you.
	Purpose
	Lawful Basis for Processing

	To conduct research into the effectiveness of a deep canvassing script on constituents. This is part of my activities of democratic engagement with you. 

[From the Data Protection Act 2018: “The term “democratic engagement” is intended to cover a wide range of political activities inside and outside election periods, including but not limited to: democratic representation; communicating with electors and interested parties; surveying and opinion gathering, campaigning activities; activities to increase voter turnout; supporting the work of elected representatives, prospective candidates and official candidates; and fundraising to support any of these activities“]
	The lawful basis we shall be relying on is the for the performance of a task carried out in the public interest by a data controller in accordance with UK GDPR Article 6.1(e), also known as “Public Task”. And, Special categories of personal data used for the purpose of Substantial Public Interest under UK GDPR Article 9.2(g) in line with Schedule 1, Part 2, Paragraph 22 Political Parties of the Data Protection Act 2018.

	To randomise the survey respondent data into two halves.
	

	To knock on your door during a campaign canvassing weekend to use one of two scripts do discover the responses to each type of script.

We do not associate your answers with yourself when we write our report. 
	

	To identify personal data and take relevant action upon submission of a data subject rights request. 
	Compliance with a legal obligation under UK GDPR Article 6.1(c). The legal obligation is the UK General Data Protection Regulation to uphold your data protection rights.

Special categories of personal data used for the purpose of Substantial Public Interest (preventing or detecting unlawful acts; Protecting the public; Regulatory requirements) under UK GDPR Article 9.2(g).


	To be able to assess any impact on individuals of a data breach involving personal data held on relevant systems or on third party systems.
	

	To help protect an individual from neglect or physical, mental or emotional harm, or protect the physical, mental or emotional well-being of an individual.
	Use of the personal data is necessary to protect the vital interests of an individual or individuals in accordance with UK GDPR Article 6.1(d).

Special categories of personal data used for the purpose of Substantial Public Interest (Preventing or detecting unlawful acts; Protecting the public; Regulatory requirements) under UK GDPR Article 9.2(g).




4. Sharing your data
Your personal data will be stored in the UK and only accessed from the UK by us. We will never sell your personal data.
The only third party services providers used are under contract with necessary data processing agreements in place. These third parties include digital storage and communications service providers and the survey platform service provider.
Any information shared with our canvassers who are door-knocking with us is under contractual non-disclosure/confidentiality agreement.
We might have to share your personal information with law enforcement or public authorities if it’s needed by law. We will only share your information when the law says we have to. 
5. How long will we keep your data?
We will keep your personal data for at least 12 months after the project ends in case there are any issues or complaints with the project.
We will never reuse or retain your data unless there is a legal reason for us to do so. 
6. How will we protect your data?
We use secure IT systems, staff training, and contracts to make sure your data is protected at all times. We review the systems often. We have conducted a risk assessment about the uses of your data.
We store all information on very secure computers and only the people working on the project have access. We use passwords and devices to limit access.
We won’t be making any decisions with your personal information or using a computer to make any either.
Any paper-based notes or personal data used during the canvassing is securely shredded once the information is added to our digital systems, only if it is relevant to the research.
7. Your rights and options
[bookmark: _heading=h.gjdgxs]This is a list of your data protection rights. 
· You can see your personal data and can request copies of it and details about how we use it. 
· You can ask us to fix or change your personal data if it is wrong or incomplete 
· You can take back your consent for us to use your personal data at any time 
· You can say no to us using your personal information if we use it for our own purposes
Additionally:
· We never use your personal data for marketing. 
· You can ask us to limit how we use your personal data if:
· it is not correct,
· it has been used against the law but you do not want us to delete it,
· we do not need it anymore, but you want us to keep it for legal reasons
· if you have already asked us to stop using it but you are waiting for us to confirm.
· In some circumstances you can ask us to delete your personal data and request a copy in a format that can be used by other services.
· You have the right not to have decisions made about you by a computer, if those decisions significantly affect you (e.g. legally).
You will not have to pay a fee to access your personal data (or to use any of the other rights). However, we might charge a fair fee if your request is unreasonable or too much. Also, we may refuse to comply with the request in such circumstances.
To do any of these things, please contact us at hannah@campaignlab.uk
8. How to Complain
If you are not happy with the way your data is being handled, you can complain to us and we will initiate our complaints procedure. You can do this by sending an email to hannah@campaignlab.uk and letting us know what you want to complain about.
If you are not satisfied with how we have handled your complaint you can take your complaint along with our response to your complaint to:
Information Commission, Wycliffe House, Water Lane, Wilmslow, Cheshire
SK9 5AF

Helpline number: 0303 123 1113
Information Commission website: https://ico.org.uk/concerns/. 
9. Contact us
If you have any questions, or wish to use any of your rights, then you can contact:
[bookmark: _heading=h.m49zx0i9sxn3]Project:	Deep Canvassing Research with Labour Councillors
Organisation:	Campaign Lab
Address: 	34-35 Hatton Garden, London, England, EC1N 8DX
Email: 		hannah@campaignlab.uk
10. Changes to this privacy notice
We may update this document. We will tell you about the changes if necessary.
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